Little Sparks
I.C.T. and E-Safety policy
AIMS
To provide opportunities for all the children in Little Sparks to learn about the use of a computer, internet, cameras, laptop, tablet, remote control toys, CD and tape recorder.
Every child will have hands on experience of laptop and tablets which will include use of mouse and how to operate/follow a simple program. 
Where appropriate I.T. will be used in a cross curricular way to enhance and extend the children’s learning experience using the Early Years Foundation Stage Guidelines. 
Staff will encourage children to gain awareness of technology in everyday life as well as in the setting.
HOW DO WE DO THIS
Children are able to work at their own pace to practise and consolidate skills.
Encourage children to work alongside each other, taking turns, using programmes which necessitate co-operation.
Staff are to ensure that the programme is at the level of the child whilst still being challenging and age appropriate with a PEGI rating 3.
We produce parent/carer friendly leaflets containing key information for parents/carers.
ORGANISATION AND USE OF THE LAPTOP/TABLETS
Software is appropriate for the age of the children. We have tablets which we use with both groups, parental controls can be enabled. Staff can download educational apps for the children’s use as well as purchased software.
Staff have their own tablets to use during the session for taking photos of the children to add to their learning journal. When staff add the photos to the child’s learning journal the images must always be appropriate and proportionate to the activity. Video is taken to share what the child is doing with their parent/carer only their child will appear in the video. 
Parents give written consent to the use of photos/videos when the fill in the Registration form. Staff will make every effort to ensure children whose parents/carer have not given consent will not appear in other children’s photos. Manager will approve observations before publishing them. When tablets are not in use they are stored in the office.
Mobile Phones
Staff mobile phones are put away in a drawer in the office and will remain there during session
The work mobile is used for contacting parents/carers and taken out on outings. 
When parents are in the setting, including filling in registration forms where they need a phone, they are not to take photos in the setting.
Smart Watches 
Only smart watches without a camera function are permitted to be worn purely to perform the function of a watch. Please adhere to the following 
· All other functions must be disabled with Bluetooth disconnected or on ‘flight mode’ 
· Must not connect to the settings WIFI 
· If worn must not have camera function
· Staff should not use their smart watch to access photos or images while working
· With ongoing technology advances, the setting reserves the right to request the removal of a smart watch/smart glasses if it deemed a safeguarding risk   

HEALTH AND SAFETY
Staff should be aware of the Health and Safety risks of using IT equipment and the children must be taught to treat this equipment with care and respect. Children are made aware that they must not touch the plugs. Any fault with the equipment should be reported immediately to the Health and Safety person (Donna). Children must not be allowed to use any IT equipment for extended periods and staff should note any health problems that may affect a child’s use of computer equipment e.g. epilepsy.
If we have concerns about what content a child is accessing at home or the age rating of games, we would 
Speak to our safeguarding lead practitioner, talk to the child and parents/carers making a record of what is said. If we still have concerns follow the procedure for CADS (see safeguarding policy)
Risk Assessment
If a situation arises where a child/staff/student needs technology to monitor a medical condition we will write a risk assessment and consider how we would manage it. 
STAFF USE OF I.T.
USE OF INTERNET AND SOCIAL NETWORKING SITES
When using the internet, it is with the permission of Little Sparks Preschool. Under the Acceptable User Policy rules, you must:
· Stop using the machine if you see a warning about a virus and inform the Administrator or Manager. Please note that all computers have anti-virus installed.
· When writing anything, be aware of infringement of copyright laws, obscene, harassing or threatening materials can be in violation of national and international law.
· When not in use store tablets in office.
You must not:
· Attempt to load any material onto Little Sparks computers; you must not download any files to the hard disc of the computers without the knowledge of the Manager.
· Access sites (public or private) that are abusive, racist, sexist, pornographic and unlawful. Nor must you send any material via email or to a forum that is offensive.
· Make any use of the internet that would bring the name of Little Sparks into disrepute.
Where indecent images of children or other unsuitable material is found, the police and the Local Authority Designated Officer (LADO) must be informed. It is essential that all investigations are left to the police.  
Operation Encompass
We have a separate laptop for this which only DSL have access to with secure emails

Social Networking Sites 
At Little Sparks we are of the opinion that social networking sites should only be used by childcare practitioners after very careful consideration and if employees do decide to appear on a social networking site such as Facebook they must never update it while at work, must not use it to discuss issues about the setting which are of a confidential nature, day to day running and any other business relating to Little Sparks Preschool. The use of any photographs taken at Little Sparks must not be used on social networking sites or for any other media or home use. We advise staff not to advertise where you work. 
Consideration must be made to whether the staff are compromising their position by their personal use of the sites. If other people are allowed to post on your page this might result in inappropriate pictures and messages being left – and, potentially, disciplinary proceedings taken. Anything like this can cause problems and prevent a career of working in childcare.
These sites must not be used to make inappropriate and judgmental comments about staff, children and families. We follow the guidelines set down by the local authority advising all childcare practitioners that this practise is unacceptable and, in some cases, illegal. We inform staff and parents that we are not permitted to accept Facebook friend requests from parents who attend the setting and in the case of already being friends we highly advise you reconsidering and or removing until their child has left the setting.
Misuse of such sites must be reported to the Manager, and action will be taken to stop this from happening.
Little Sparks do have a Facebook page to keep parent/carers up to date on term dates, general ideas for children, signpost to agencies which may help them; we seek permission from parents/carers to post photos of their children although we do refrain from doing this. 
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